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3awnTa MHTepHeTa Belell Ha YPOBHe
LUTIO30B

NHTepHeT BelLeli MoxeT caenatb Myp 6e3onacHee, koMbopTHee 1 TEXHOOMNYHEE.
OH nosBonsieT aKOHOMUTb pecypcbl N 3 EKTUBHO YNPaBsTs LUPPOBLIMU
nHdpPaCcTPYKTypamMm B CamblX pasHbix chepax (0T cUcTeM BUAEOHabNoAeHNS

[0 LiefbIX YMHbIX FOPOAOB), & Tak>Ke MOMOraeT NMPOMbILLIEHHOCTY BbiCTpee cTaTb
yacTbto VHpycTpum 4.0.

loT — 3TO OrpOMHOE KONMMYECTBO YCTPONCTB, TEXHONOMUIA, MPOrPaMMHOro
obecneyeHs 1 NPOTOKOMOB Nepeayn AaHHbIX. Takas HeogHopoLHas cpena
noABep>XXeHa MHOXECTBY PUCKOB Ha BCEX YPOBHSIX.

BawutnTb NHTEepHET BELLEN OT K|/|6epaTaK MO>XHO Ha YpOBHE wnio3a, namn reiiTeBes.
VIMeHHO Yepes3 Hero NpoxonqT BCe AaHHbIe Mexay YCTpOVICTBaMI/I 1 0BnayYHbIMU
I'IJ'IaTCIDOpMaMI/I, a 3HauuT, OT ero 6e3onacHOCTU 3aBUCUT Be3onacHOCTb Beero loT.

«JlabopaTtopus Kacnepckoro» npennaraet ncxogHo 6esonacHbie loT-wno3bl,
paspaboTaHHble Ha OCHOBE onepaunoHHo cucTembl KasperskyOS. OTu wiioasbl,
KrtoueBble KoMroHeHThl peleHns Kaspersky loT Infrastructure Security,
MOMOraloT CTPOWTb HadeXHble 1 GYHKLIMOHAbHbIE CUCTEMbI UHTEPHETA BELLENA.

NepBbIM Ha PBIHOK BBIXOAUT KMBGEPUMMYHHBbINA W3 AaHHDBIX 4151 MPOMBILLIEHHOCT
Kaspersky loT Secure Gateway 100 Ha annapaTtHoli nnatdopme Siemens
SIMATIC I0T2040, koTopblit 6e3onacHo nepenaeT faHHbIe C MHAYCTPUabHOro
obopynosaHus no npotokony OPC UA B obnauHble nnatdopmel. OH co3naH
coBmecTHO ¢ HINO «ApanTueHble [NpombineHHble TexHonorum» (AnpoTex) —
LoyepHeli komnaHmein «JlabopaTopumn Kacnepckoro», nomoratoLlei
NPON3BOACTBEHHbBIM NMPEANPUATUSM NPONTY LdpPOBYIO TPaHchOopMaLMIO.

B peLueHmne Takxe BXOAUT Wwnio3 ¢ byHKLUMEN 3aLlnTbl U MOHUTOPUHTa
Kaspersky loT Secure Gateway 1000 * nop ynpasneHunem Kaspersky
Security Center. OH paboTaeT Ha annapaTtHoli nnatdopme Advantech UTX-3117,
cobupas AaHHbIE 1 NO3BOSIAS YNPABNSTb NOAKIOYEHHBIMI YCTPOWCTBaAMM MO
npoTtokony MQTT nosepx TLS. Komnnekc n3 oByx npofykToB 3awmiiaeT loT-
NHbPACTPYKTYPbl HA YPOBHE LLMIO30B, MOMOTasi OTCNEXMBATb X COCTOSIHWE U
ynpaBnsaTb COBLITUAMN U3 €AMHOTO LIEHTPA.

B nanbHeliwem nuHelika Kaspersky loT Infrastructure Security 6ynet
PacLUMPATLCS.

* TekyLwas Bepcus NnpofdyKkTa npefHasHaveHa
L7191 HEKOMMEPYECKOro NNIOTUPOBaHNS
1 TECTUPOBaHNS



Kaspersky loT
Secure Gateway 100

YcTpolicTea

Kaspersky loT Secure Gateway 100

KnbepummyHHbIN WINIO3 AN MHAYCTPUanbHOro
MHTepHeTa BeLwyei

Kaspersky loT Secure Gateway 100 — nepBblii KUGEPVMMYHHBI NPOLYKT

Ha KasperskyOS, BbixoasLmii Ha pbiHOK. LLINo3 nomoraeT nHaycTpuanbHbim
KOMMaHWsM NponTy Yepes LundbpoBsyto TpaHcOpMaLMIo: 3TO YHUBEPCasbHOe
cpencTBo BbICTPOro 1 6e30nacHOro coearHeHns Noboro ycTponcTea U3 M1pa
ynpasneHus TexHonorndeckumm npoueccamu (OT) ¢ MUpOM KopropaTrBHbIX
[T-cuctem.

MonknoyeHne NPoMbILLIEHHOro 06opynoBaHUs k obnayHol nnatpopme
NO3BONSET AeTanbHee NoHNMaTh PaboTy YCTPOMCTB, Nyulle ee KOHTPONMPOBATb,
ONTUMMN3NPOBATb M MPEfOTBPALLAaTbL MPOCTOW, YTO B Pe3ynsTaTe NoBbILAeT
adpdekTnBHOCTL BCero BuaHeca. Kaspersky loT Secure Gateway 100 Hanpsimyio
nopknovaeTcs K pasHoobpasHoMy obopyroBaHuio, besonacHo cobupaeT
AaHHble 1 KOHBEPTUPYET KX B YAOOHbI popmaT, a 3aTeM nepenaeT B 0b6nayHyto
nnatopmy Siemens MindSphere pns xpaHeHWs 1 06paboTku.
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Kaspersky loT Secure Gateway 100
B MHAycTpuanbHoli loT-uHdpacTpykType

OToT lloT-whnio3 cnocobeH BocnpuHMMaTh 6onblure o6beMbl MHbopMaLmu,
KOTOpPYIO reHepupytoT ycTpolicTea. Hanpumep, Tnosoin SCADA 8 ACY TI ong
onepaTrBHOrO MOHUTOPWHIa 1 ynpasneHns goctatouHo Bcero 10-15% paHHbIx
oT ob6opynoBaHus. OpHako 3Toro o6bemMa He XBaTUT A5 MaLMHHOIO 0ByYeHus,
NPeaVKTUBHOMO aHann3a, NOCTPOEHNs MaTeMaTUYeCKX Moaenel.

OpHoHanpaeneHHas nepefava faHHblx yepes Kaspersky loT Secure
Gateway 100 He gaeT nony4nTb [OCTYM K 060PY[OBaHNIO N3BHE. TEXHONOrN
KasperskyOS B ocHoBe KMBEPVMMYHHOCTH LUMIO3a 3aLLMLLEIOT ero oT
knbepaTak no ymonyaHuto. Mukposapo KasperskyOS, B nape ¢ cuctemoii
6esonacHocTun Kaspersky Security System, 6rokupyeT Bce HepaspeLleHHble
npoLecchl eLLe A0 UX UCTIONHEHWS.

Takum obpasom, Kaspersky loT Secure Gateway 100 obecrneuvBaeT
LOBEPEHHOCTb TENEMETPUM 1 MO3BONIET pa3pabaTbiBaTb HA €€ OCHOBE
HafeXHble Nonb3oBaTenbckue npunoxerus ans Siemens MindSphere, a
Takxe apdekTMBHO paboTaTb ¢ cuctemamu ERP n MES nns nnaHupoBaHus
MPON3BOACTBA U KOHTPOSS 338 €r0 CMOMHEHNEM.



Bo3moxxHocTn n npenmywectea KISG 100

MNMopkniovyeHne

OPC UA (Bepcusi 1.04) C6op 1 nepenava aaHHbIX B 0611ako Yepes NpoBepPeEHHbIA MPOTOKON
Siemens MindSphere XpaHeHune n obpaboTka nHbopmaumm B cneumanbHom obnake ans loT

Cneuundukaung NO

OnepauunoHHag cuctema KasperskyOS, nogaepyxka SSL/TLS

Cneuudunkaunsa nogaep>xmBaemMoro annapaTtHoro

ob6ecneyeHuna KISG 100
Mpoueccop Intel Quark X1020
Pa3mepbl 53 () x 144 (L) x 20 mm (B)
MamaTtb 1GB DDR3-SDRAM
ogps Opioes LA
1xUSB 2.0,
I/O-uHTepdeiic 1x USB-knneHT
2 x COM-nopta (RS 232, RS 485)
XpaHunuwe 1x cnot ons kapTbl microSD

O cepsucax HIMNO «ApanTneHblie MNpombilwneHHbIe
TexHonorumn»

YT06bI NOMOYb NPOMBILLNEHHBIM MPEANPUITUSM NPOATY LndpoByto
TpaHchopmaumio, AnpoTex npeanaraeT crnefytoLle yCnyri B napTHEPCTBe
C KoMnaHuen Siemens:

* Koncantunr BA3A 4.0
MNMo3BonseT 0BHaPYXUTb «y3KME» MeCTa TEXHONOrMYECKOro KOHTYPa Uin
OTAENBHOrO TEXHNYECKOrO NPOoLEecca NPOMBbILLIEHHOM komnaHuw. Lindposot
ayauT ynpoLlaeT Nepexom, K HOBbIM TEXHONOTVSM ANS fanbHeNLWel nnaBHoM
onTMMU3aumm GusHec-npoueccos. o pesynstaTtam ayouta AnpoTex
MOXET NMOMOYb C BHEAPEHVEM TEXHOMOT I, KOTOPbIE CMIOCOBHbI MOBLICUTb
adpdekTUBHOCTL Br3HECa (HanpyMep, C NOAKIIIoYEHEM 0B0PYLOBaHWS K 0bnaky).

* PaspaboTka npunoxxeHuii ansa obnauHoit nnatrdpopmbl (Siemens
MindSphere)
Ha lloT-nnatdopme npencTaBneHbl roToBble CEPBUCHI MO 6a30BOMY
MOHUTOPUHIY PaboTbl NOAKNOYEHHOrO 060PYAOBaAHNS, @ TakXKe crneLmanbHble
MPUNOXEHNS NO NPEANKTUBHOM aHaNUTHKe, aHann3y 60sbLUNX AaHHbIX
1 3pdeKkTUBHOCTM paboThbl NPON3BOACTBA.

= Cepeuc OEE (Overall Equipment Effectiveness)
Cepsuc BKloYaeT B cebs aHanms obuiein adpdekTMBHOCTM 060pyAOBaHUS
1 COCTaBMIEHNE NHAMBULYaNbHBIX 9KCMEePTHBIX PEKOMEHAALNI MO YNyULLEHUIO
OEE Ha ypoBHe oTAeNbHOI MalUNHbI/MPON3BOACTBEHHOMN NMHWW. [pn 3TOM
OLIEHMNBAIOTCS TPW rMaBHbIX dakTopa: 4OCTYNHOCTb 060PYLOBaHMS, Ero
NPON3BOANTENBHOCTb, KAYECTBO BbIMyCKaeMOW NPOLyKLMW.



Kaspersky loT Secure Gateway 1000 [3*

3awuuLeHHbIN W03 ans 6e3onacHoOro MHTepHeTa
BeLyeun

Kaspersky loT Secure Gateway 1000 8 Ha ocHoBe KasperskyOS nomoraeT
CTPOUTb HaEXHble CUCTEMbI MHTepHeTa Belel. OH He Tonbko cam obragaeT
NCXOQHOW 6e30MacHOCTbIO, HO 1 obecneunBaeT kKnbepbesonacHOCTb BCel
loT-nHdpacTpykTypebl. B cocTaB relitBes BXoasT QyHKLUN MEXCETEBOrO 9KpaHa,
a TakXXe TeXHOMOrnn akTUBHO 3aLUTbI, MPEfOoTBPAaLLEHNS N OBHAPYKEeHWUS
BTOpXXeHMin. KISG 1000 B obecneumnBaeT BaXKHbIV AN UHTEPHETA BELLEN
BesonacHsblii LOCTYN B NyBAnYHbIE UK NpuBaTHblE obnaka. LleHTpanmsosaHHoe
yrpaBneHne n MOHUTOPWHT OCYLLECTBNSIOTCS C MOMOLLbIO NAaTdopmbl
Kaspersky Security Center.

OcobeHHocTun Kaspersky loT Secure Gateway 1000 f:

MOXET NPUMEHATbCHA KakK B MPOMbILWTIEHHOCTW, TakK N B APYINX OTpacisax;

arpervipyeT AaHHble, cobpaHHble Mo pa3HbiM npoTokoram (Zigbee, LoRa,
Modbus, CanBus, PROFINET, OPC UA n gpyrue), n KoHBepTUPYET UX O115
nepepnaumn no cotosbiM ceTam un Ethernet (MQTT, CoAP, AMQP, XMPP);

He TONbKO COBUpaET, NPOBEPSET N pacnpenenseT TENeMeTPUIO, HO TakxKe
nepefaeT Ha YCTPOICTBa yNpaBnsioLLmMe KOMaHabl, nonyyeHHble no MQTT;

BbINOMHAET PYHKLMN Be3onacHOCTU: 0bHapyxmnBaeT v knaccuduumpyeTt
YCTPOWCTBa, perncTpupyeT cobbiTus 6esonacHocTu B loT-cuctemax u
3alpLaeT oT ceTesbix atak (IDS/IPS).

OBJIAYHbIE
CEPBUCDI
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CETb
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BawwTa loT c ucnonbsoBaHnem
Kaspersky loT Secure Gateway 1000

«YMHble»
CEHCOopbI N aKTyaTopbl

L WHcTpymeHTbl 06x0aa

Kaspersky loT Secure Gateway 1000 MoxHO paccmaTpuBaTh B Ka4ecTBe
wno3a 6e30MacHOCTY, CNeLMan3npoBaHHOIO NOrPaHNYHOro CETEBOTO
cpepncTsa 3awmnThl loT- u lloT-nHdpacTpyKkTypbl OT xakepckux atak. Ero moxHo
HacTpamnBaTb U AOMNONHATb GYHKLIMOHANOM NPOAYKLMN NapTHEPOB.

* Texyuias Bepcus mpoayKkTa npeaHasHaveHa
AN$t HEKOMMEPUYECKOro NNOTUPOBAHNS
N TECTUPOBaHNS



BoamoxxHocTn n npenmywectea KISG 1000 3*

MopknoueHne
Ethernet MNoaknoueHre kK ceTsaM nepenayn AaHHbIx Yepes npoTokon Ethernet
MapuwpyTtnsauma n NAT CB93b Mexay BHY TPEHHE 1 BHELLHEN ceTamu; UCronb3oBaHne MexaHnamos NAT

MNMocTpoeHre ceTeil KOHEYHbIX YCTPOMCTB C dyHKUMEN AUHAMNYECKOTrO
BblAeneHns ux IP-agpecos

MQTT-6pokep Ha 6asze Mosquitto Nno3BonsgeT ocyLecTBNSTb CHOP AaHHBIX U
MQTT-6pokep ynpaBneHne NoaKItoUYeHHbIMU loT-ycTpolicTBamu (CeHcopamMu 1 akTyaTopamu,
YMHbIMUY pene 1 T.4,)

MNonnep>kka pacnpocTpaHeHHbIX MEXaHN3MOB KpunTorpadpuyeckoi 3aLmTbl
nepenaBaeMblX JaHHbIX

BesonacHoe noaknoueHre 1 3almLLEHHas nepegaya AaHHbIX MeXAy LUA30M
1 obnayHoli nnaTdopmor

MS Azure, Amazon AWS, IBM Bluemix n T.4.

DHCP-cepBep

OpenSSL/TLS

MQTT noBsepx TLS

MHTerpaunsa c obnayHbiMun cepsucamm
pau P PaboTa c nobbiMn obnayHbiMu crucTeMamm no npoTtokony MQTT; nopaepxka

OfHOBPEMEHHO paboTbl C HECKONBbKMMM 06nauHbIMU nnaTdopmamu

MoHuTopuHr

O6Hapy>xmBaeT 1 kaTeropusnpyeT loT-ycTpolicTBa Ha OCHOBE X CETEBO
aKTUBHOCTW.

loT Device Detection & Classification
B nonbsoBaTenbckom nHTepdeice MOXHO yBMAETb BCE YCTPONCTBa CeTw,
a HoBble ByyT oBHapy>XeHbl NPV NOAKOUYEHNN K Heli B TedeHne 60 cekyHa,

OtueTbl 1 yBepomnenusa (MQTT, MNpwv 0BHapyXeH HOBOTO NOAKIIIOUYEHHOIO K CETU YCTPOCTBA
SYSLOG, Push-yBepomneHnus) afMUHNCTpaToOpy ByneT OTNpaBieHO COOTBETCTBYIOLLEE OMNMOBELLEHNE

[Mbkoe ynpaBneHne 3alnTOI 1 LUNIO30M

Ypo6Has HacTpoiika ¥ MOHUTOPWHT loT-ceTu, BUAMMOCTb 1 MPO3pPayYHOCTb
Be6-uHTepdeiic 6naronaps WebGUI. HdopmaTuBHbI AawBopa No3BongeT 6bICTPO NoNyunTh
BCe HEOOXOANMbIE CBEAEHNS

SawuTa loT-wnio3a ot kmbeparak

WcxopHas 6e3onacHocTb BesonacHocTb Ha ypoBHe gapa onepaumnoHHol cuctemsl (KasperskyOS)

Bepudurkaums LenocTHOCTH 1 NOASMHHOCTY NPOLUNBKU C UCMONb30BaHNEM
KpunTorpaduyeckmx MeTofoB Ha loT-ycTpoiicTBax nepen, sarpyskoii obpasa.
HecaHKLUMOHNPOBaHHO N3MEHeHHas U NMOBPEXAEHHAas NPOoLUVBKa He ByaeT

BesonacHag 3arpyska
Py 3arpyxeHa.

(Secure Boot)

BesonacHag 3arpyska MoXeT Ncnonb3oBaTbCd COBMECTHO C annapaTHbIM
XPaHUILLEM KtoYen

PaboTas B komnnekce ¢ besonacHoli 3arpy3sKko, TEXHONOr s N03BoNseT
OBHOBNSATH MPOLUMBKY TOMBKO C MCMOSb30BaAHNEM NPAaBUNbHO MOAMUCAHHbIX
1 3awndpoBaHHbIX 06Pa30B N3 LOBEPEHHBIX UCTOYHNKOB

BezonacHoe o6HoOBNEHNE
(Secure Update)

3BawwuTa loT-nHbpacTpykTypbl
[Ba pononHsioWwmx 4pyr apyra MexaHn3ma ons 3almuTbl OT CETEBbIX aTak.

IDS/IPS n mexceTeBoll aKpaH .
S/IPS exceTesom 3kpa MexceTeBol aKkpaH 3alMLLaeT OT HECAHKLIMOHMPOBAHHOMO CETEBOMO

Firewall ~
( ) [OCTyna, a obHapyxeHune BpenoHocHol akTusHocT (IPS/IDS) nossonseT
CBOEBPEMEHHO 3ab510KMPOBaTL aTaKy Ha y3nbl 3almiLaemoli ceTn
KopeHb aosepus OTOoT noaxop 6asuvpyeTcs Ha Lienouke nosepus (chain of trust). HauanbHas
(Root of trust) TouKa AOBEPUS BbIBNPAETCS B 3aBUCUMOCTU OT TpebyeMblx rapaHTul

N B CNOXHbIX Cny4yadx yCTaHaB/IMBaeTCyd Ha YpPOBHEe annapaTHoM vyacTtu

* TekyLas Bepcus NpofAyKTa npefHasHaveHa
ANS HEKOMMEPYECKOro NNOTUPOBaHNS
N TeCTUPOBaHNS



WHTepdeiic Kaspersky loT Secure
Gateway 1000 3*

Advantech UTX-3117

Cneundukaumns nogaep>Xmsaemoro annapaTHoro
obecnevenuna KISG 1000 3

MpoueccopHasa cuctema

RAM
Ethernet

I/O-uHTepdeiichl

XpaHeHme AaHHbIX

Intel Pentium N4200, 2MB L2 Cache
[BoriHoi kaHan DDR3L 1600MHz, 4GB*
1GB DDR3-SDRAM

1x RS-232 ¢ 5v/12v

2 xnopta USB3.0

1x nHTepdeiic SATA, 6opToBas nogaepxka SSD TPM Infineon SLB?665.
Moppepxka TPM2.0

1x otcek SATA Il SSD (32GB)
mMSATA 1, coBMeCcTHoe ncrnonb3osaHne co cnotom H/S miniPCIE

CoBmecTHOe ucnonb3sosarue KISG 100 u KISG 1000

Kaspersky loT Secure Gateway 1000 moxeT ncrnonbaosaTbcs BMecTe ¢ Kaspersky
loT Secure Gateway 100 B NpOMbILLIIEHHOM HTEPHETE BeLLeli, yCTaHaBN/BasiCh
«BbILLE» — Ha rpaHuLie [oT-MHPPaCTPYKTYpPbl 1 BHELLHKX CETe nepenaym AaHHbIX.
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Ynpaenenue KISG 1000

> OpHOCTOpOHHSS Nepenaya AaHHbIX

Cxema NnpMMeHeHus ABYX L0308
Kaspersky loT Secure Gateway B lloT-uHdpacTpykType

* Tekyluasl Bepcust NpofykTa npefHasHadyeHa
LJ19 HEKOMMEPYECKOTO MUMOTUPOBAHNS
N TECTUPOBaHNS



WHtepdeiic Kaspersky Security
Center
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O6neryaeT agMUHUCTPUPOBaHUE

EnnHas koHconb ynpaBneHus

JocTyn Ha ocHoBe ponei

MpocToe macwTabupoBaHue

Kaspersky Security Center

LleHTpanusoBaHHOe ynpaBneHne U MOHUTOPUHT
Kaspersky loT Secure Gateway 1000 3*

Mnatrdopma Kaspersky Security Center nomoraeT ynpaBnsts Bcemu
cobbiTnsmu Kaspersky loT Secure Gateway 1000 3 13 eguHoro LieHTpa,
OTCNEeXuBaTb UX 1 YOOBHO NPoBOAUTL KOHbUrypauuto. CBa3ka 3TUX NPOLYKTOB
obpasyeT komnnekcHoe peweHue Kaspersky loT Infrastructure Security
A19 IPO3paYHoro, GyHKLMOHabHOro 1 6e30MacHOro UHTEPHETA BELLEN.

BoamoxxHocTn 1 npenmyuwiecTtea

Kaspersky Security Center conepXuT HCTPYMEHTbI 1 TEXHOSIOM UK,
obpasyioLLme NepenoByto MHTErPUPOBaHHYO NnatdopMy ons
LEHTPann3oBaHHOro agMUHNCTPUPOBAHNS Y MOHUTOPWHIA, @ TakXe
obecneueHns besonacHocTu loT-cuctem.

A S

YMeHbLaeT YSA3BUMOCTb K aTakam MomoraeT 3aWwmnTNTL BCE pa60t-|v|e

MecTa 1 cepBepbl

74\

O6ecneunBaeT LenocTHocTb cuctem [lpepocTaenseT nosHblii 0630p IT-cpeabl

ABTOMaTM3auWs, NPO3PaYHOCTb, CHUKEHNE PAaCXOA0B M NOBbILLEHNE
9P PEeKTUBHOCTY aAMUHUCTPUPOBAHIS; KOPPENSLINS COBBITUI N3 Pa3HbIX
VNCTOYHMKOB loT-cucTem.

OrpaHuyeHvie NCTMoNb30BaHS HEMOAXOAALLYX UM HEGE30MNaCHbIX MPUNOXEHWIA,
YCTPOIACTB 11 BeG-CcaliToB.

BbicTpoe 1 npocToe NpuMeHeHe NoAMTIK 6e30MacHOCTY Ha BCex pabounx MecTax
Kaxablli adMVHNCTPATOP MOXET 0BpaLlaTbCs TOMbKO K TEM UHCTPYMEHTaM
W BLaHHbIM, KOTOPbIE UMEIOT OTHOLLEHWE K ero CITy>XeBHbIM 0693aHHOCTAM

MacwTtabrpoBaH/e 6e3 N3MEHEHNS NePBOHAYanbHON HaCTPOVKW: ynpaBneHne
10 100 000 dursunueckmx, BUPTYyanbHbIX M 06na4HbIX paboymx MeCT C MOMOLLbHO
opHoro cepsepa KSC.

OFITI/IMVIBI/IpOBaHHbIe BO3MOXHOCTW pe3epBHOro KonmpoBaHmn4

* Tekyuias Bepcug NpoaykTa NnpeaHasHaveHa
L9 HEKOMMEPYECKOro NNOTNPOBAaHUS
N TECTUPOBAaHNS



B cnyuae npnobpeTeHns nnmv Bbimycka HOBOTO MPUIIOXEHUS MOXHO YCTaHOBUTb
Paclwupsemas apxutektypa COOTBETCTBYIOLLEE pacLUMpeHre 6e3 MOBTOPHON YCTaHOBKY MW UCTIPaBNeHNs
KOHCOM

YBeLoMneHns 06 NHUMAEHTaxX Yepes pasnnyHble kaHarnbl, yaobHble

YnoGHoe onoselerme agMuHncTpaTtopy (SMS, e-mail, push n T.4.)

HaCTpaVIBaeMble 1 TOTOBbIE OTYETbI C AVHAMUNYECKOW c])manpau,meVl

Mbkaa cuctema oTyeTHOCTHU o
N COPTUPOBKOI MO NtoHGOMY Moo

Mpumepbl NCcNonb3oBaHNS LUIO30B
Kaspersky loT Secure Gateway

Hedrerasosas orpacnb

HedTenobuiBatolee npeanpusTie xoueT LbpoBn3nMpoBaThb
NPOV3BOACTBEHHbIE MPOLECCHI, BHEAPVB MALLUNHHOE OBYyUYEHNE 1 NPEANKTUBHYIO
aHanuTuKy paboTbl 060pyaoBaHUS. B 3TOM MOXET NOMOYb MHTEPHET BELLEN

C Ucrnonb3oBaHneM obnayHbix TexHonoruii. lns atoro obopynosaHme (Byposble
YCTaHOBKM, HACOChI, CCTEMbI MPUBOAOB U AP.) OCHALLAeTCs faTumkamu,
MOAKIIIOYaeTCs K LUIO3Y, @ TOT, B CBOIO ouepeb, — K 0611auHON nnm nokanbHo
nnatdopme xpaHeHNs 1 06paboTkun AaHHbIX.

Kaspersky loT Secure Gateway 100 nomoraeT BbICTPONTb GYHKLMOHAbHBIN
NPOMBbILLMEHHLIA MHTEPHET BeLLeil, oBecneunTs LOBEPEHHOCTb TeneMeTpum

N NoaroToBUTbL ee k obpaboTke. LLnos cobupaeT nHdopmaumo co Bcex
YCTPOWCTB MO CreLmanmanpoBaHHbIM MPOTOKONaM, KOHBEPTUPYET ee

B YAOGHbI dopmaT 1 BesonacHo TpaHcnmpyeT B obnako Siemens MindSphere,
He NO3BOAS CKOMMPOMETNPOBATL Y NEPexXBaTUTb AaHHbIE, @ TaKXe
nopKtoYaTbcs K 060pyLOBaHMIO N3BHE.
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BypoBasi ycTaHoBka

== AHanoroesie n ungpoesie
@'l CUrHarbl NoacucTem

SypOBble Cunctembl

CurHanbl ¢ gaT4nKoB 6ypoBOIi yCTaHOBKYM
Hacochbl nprBoaos

Haxe ecnu B nopkntovaemsbix lloT-ycTporicTBax okaxXyTCs Ya3BUMOCTH,
knbepummyHuTeT B ocHoBe Kaspersky loT Secure Gateway 100 He pacT
3M10YMBILLNEHHNKAM UX 3KCMyaTUPOBaTb U BNSTb Ha paboTy OCTanbHOro
obopynoBaHus.



YmHbIN ropop,

B >xunnom nome ycTaHaBnmBaloTCS CUCTEMbI KOHTPONS NOTPEBNEHNS PECYPCOB,
yrpaBneHns SNeKTpNYeCTBOM N BOJOCHaBXeHeM. BHy TpukBapT1pHbIe
CcUeTUMKM NopakItoYaloTCs No 6ecnposogHomy npoTokony LoRaWAN.

3a dursnyeckyto 6e30nacHOCTb CUCTEM OTBEYAIOT CUCTEMbI BUAEOHabNOAEHUS
C yAaneHHbIM AOCTYMNOM, AaTUMKU ABUXKEHNS U AaTUUKN OTKPLITUS ABEPEiA,

a 3a HPopMaLmoHHyto 6e3sonacHocTb — Kaspersky loT Secure Gateway
1000 B*: oH 6rioKMpyeT aTaku Ha NlokasbHbIe YCTPONCTBa 1 paboure cTaHLmu,
BbISBNSET HEaBTOPM30BaHHOE NOAK/OYEHME K CETU, 3aLlLULLAET NepuMeTp CeTu
1 CBS3b C 061aKOM.

Kaspersky Security Center o6ecrneunBaeT yno6Hoe LieHTpanM3oBaHHoe
ynpaBneHue Bceil nHPacTPyKTypoli UHTEPHETA BeLLel, NoMoras
KOHTpOnMpoBaTh ee 6€30MacHOCTb Y BOBPEMS pearnpoBaTh Ha MHLMAEHTI.
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* Texyulasi Bepcus mpoayKTa npeaHasHaueHa
ANS HEKOMMEPYECKOro NNNOTUPOBaHNS
N TECTUPOBaHNS



YMHbIN cKnag

Ha cknape ycTaHaBnmBaloTCS CUCTEMbI KOHTPOS KNMMAaTUYECKUX NapamMeTpoB
C BO3MOXHOCTbIO YNpaBneHns n3 obnaka, YtTobbl HENPepbIBHO NOAAEPXKMBATb
N KOHTPONMPOBATb KIMMAT Ha CKNaae 13 Moboi Toukn. ABTOMaTU3NPOBaHHbIN
CKlagckom yyeT BegeTcs ¢ ucnonb3osaHnem RFID-gaTumnkoB n meTok

N KOHTPONMPYETCS Kak NoKanbHO (C pabourx MecT nosb3oBaTeneit B ceTu), Tak
1 LLeHTPann3oBaHHoO.

CurcTeMbl yoaneHHoro BuaeoHabnoneHns 1 aTunky obbema 1 oTKpbITUS ABepei
oTBevaloT 3a Pr3nYeckyro 6e30MacHOCTb, a MHGOPMAaLMOHHYIO 6e30MacHOCTb
obecneuvBaeT Kaspersky loT Secure Gateway 1000 B* OH 6nokuvpyeT aTakm
Ha nokasibHble paboyne CTaHLMK, BbIGBSET HEABTOPU30BAHHOE NOAKIoUeHe

K CeTU 1 3aLLMLLaeT NeprMeTP CeTU U CBA3b C 06MaKOoM.

Kaspersky Security Center o6ecneunBaeT ynobHoe LeHTpanM3oBaHHOe
yrnpaBneHue Bceil MHbpacTPyKTypO MHTepHeTa BeLLeil, noMoras
KOHTpONMpoBaTb ee 6€30MacHOCTL U BOBPEMS pearnpoBaTh Ha UHLMOEHTHI.
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ANS HEKOMMEPYECKOro NNOTUPOBAHNS
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